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Fig. 1- Model of communication system of underwater sensor networks at different levels.
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Fig. 2- Data transfer protocol from the i-th sink to the surface sink
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Fig. 3- Data transfer protocol from the surface sink to the i-th sink.
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Fig. 4 - The amount of memory consumed by increasing the number of sinks in a day
Table 2-. The amount of telecommunication overhead in a day.
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Table 3- Execution time of each encryption component on AT91SAM3X8E.
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Fig. 6- The amount of computing cost by increasing the number of sinks in a day.
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Table 5- Different values of correlation between transmitted data (from sink to surface sink) in one day.
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Table 6- Different values of correlation between the data sent (from surface sink to sink) in one day.
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Table 7- Results of NIST tests on production encrypted data in the proposed protocol.
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Table 8- The result of implementing encryption algorithms on the XC6SLX45 chip.
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Abstract

Recent advances in electronics and wireless communications have enabled the design and manufacture of
sensors with low power consumption, small size, reasonable price and various applications. These small
sensors, capable of performing functions such as receiving various peripheral information based on the type
of sensor, processing and transmitting that information, have given rise to an idea for the creation and
deployment of so-called wireless sensor networks. Due to the unique limitations and unique features of the
underwater channel such as low communication bandwidth, high bitrate error, significant propagation delay,
etc., these networks can be easily destroyed by malicious attacks. Coordination and transmission of
underwater messages between sensors will naturally present security challenges and perspectives. Attack on
network protocols, especially communication protocols, can be easily accomplished in underwater wireless
sensor networks. Therefore, the purpose of this paper is to present a secure and efficient protocol for
communication in underwater sensor networks based solely on lightweight encoder operators with random
number generators and cryptographic hash functions. For this purpose, first, a system consisting of a number
of sensor nodes and a central node is modeled as receiving information with the presence of nodes or nodes
as attackers and then the various steps of the protocol are described in detail. It is further demonstrated that
the communication protocol presented in this paper is secure because it is resistant to the all attacks such as
message analysis attack, message manipulation attack, relay attack, spoof message injection, insider attack
and physical attack. It is also considered as an efficient protocol because it improves communication and
computational overheads and memory consumption over previous methods. Statistical tests also show that
the encrypted data in the proposed protocol are acceptable randomly and are independent of each other.
Finally, in order to make the proposed method more practical in this paper, and to compare the challenges
and resources of this method with previous methods for the purpose of hardware implementation, the
required cryptographic components are implemented on the FPGA chip.
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