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Abstract

With the growth of technology, the need for data and information security over communication channels is
necessary. One of the most critical issues is establishing information security in marine communications. The
RSA encryption algorithm is one of the most popular and most asymmetric algorithms used for secure data
transfer. In the RSA encryption system, due to the very long key length, the encryption and decryption step
speeds decrease, so it needs to improve its speed. One of the improved ways of RSA is RPrime RSA, which
includes the highest decryption speed of RSA. In this paper, the encryption and decryption speed of the RPrime
RSA algorithm is improved using an efficient residual number system. The result of implementation and
comparison shows that the proposed method has an average of % 22% and % 36% improvement in the encryption
and decryption speed over the RPrime RSA algorithm.

Keywords: RPrime RSA cryptography system, Security, Telecommunications marine environment, Residue
Number System (RNS)

1. INTRODUCTION

Encryption algorithms are divided into two categories: symmetric (Beitabdollah et al., 2016) and public key
(asymmetric) (Rivest et al., 1978). The RSA encryption system is one of the public key encryption algorithms.
This algorithm was designed by Rivest, Shamir, and Edelman in 1978. This encryption system has attracted the
attention of researchers in recent years as one of the most prominent asymmetric encryption methods due to its
capabilities, such as high security and simplicity of use. Currently, prime factors of 1024 and 2048 bits are
considered for complexity with a high workload. The main security parameter in RSA encryption is the length
of the key; the longer it is, the more secure the communication becomes. However, increasing the length of the
key can greatly reduce the speed of the encryption and decryption processes. In order to use these algorithms in
maritime environments, such as communications between ships and also communications between ships and
ground stations that require secure transmission of information, it is necessary to improve this algorithm in terms
of encryption and decryption speed.
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2. MATERIALS AND METHODS

The RPrime RSA method was introduced by Caesar in 2003 (Paixao Filho, 2003). The idea of this method is to
combine two RSA methods, namely Rebalanced RSA and MultiPrime RSA, to further improve the decryption
speed. The general idea of this scheme is to use the Rebalanced RSA key generation algorithm (modified for t
components) together with the MultiPrime RSA decryption algorithm.

In the proposed method, first, an efficient residue number system is presented, and an efficient reverse converter
is designed for the proposed modulus set. Then, the RPrime RSA algorithm is improved using the proposed
residue number system. The residue number system increases the speed of computational operations by operating
on a small parallel channel.

3. RESULTS

In this section, the proposed modulo set and the designed reverse converter are evaluated and compared with the
works in the literature. Then, the RNS version of the RPrime RSA algorithm is evaluated with the RPrime RSA
algorithm.

The results of the ASIC implementation for n =5, 15, 25, 35 are shown in Table 1. In this table, the performance
of the proposed reverse converter is compared with the reverse converters introduced in (Mohan and Premkumar,
2007; Sousa et. al., 2012; Patronik and piestrak, 2017). According to the results, the proposed converter improves
the hardware delay (AT) compared to the converters in the literature. Figure 1) shows the improvement in
hardware (A), delay (T), and hardware-delay (AT) metrics compared to the schemes introduced in the studies
(Mohan and Premkumar, 2007; Sousa et al., 2012; Patronik and piestrak, 2017).

4. CONCLUSION

In this paper, a new architecture is proposed to improve the speed of the RPrime RSA cryptography algorithm
based on the residue number system. In order to increase the efficiency of the residue number system in the
RPrime RSA algorithm, a balanced and well-formed moduli set and its efficient reverse converter with a two-
level structure based on the New CRT-I algorithm were designed and implemented. The implementation results
show that the proposed design has improved the encryption and decryption speed compared to the original
RPrime RSA algorithm.

REFERENCES

Beitabdollah, M., Esmaeildoust M. and Kaabi, A., 2016. Performance Evaluation of Symmetric Key
Cryptography Algorithms. Journal of Marine Sceince and technology, 19(1), pp. 404-455.
https://doi.org/10.22113/jmst.2016.40455.

Mohan, P.A. and Premkumar, A.B., 2007. RNS-to-Binary Converters for Two Four-Moduli Sets $\{2"{n}-1,
2Mn}, 2M{n}+ 1, 2M{{n}+ 1}-1\} $ and $\{2"{n}-1, 2~{n}, 2"\ {n}+ 1, 2 {{n}+ 1}+ 1\} $. IEEE Transactions
on Circuits and Systems I: Regular Papers, 54(6), pp.1245-1254. https://doi.org/10.1109/TCSI1.2007.895515

Paixao Filho, C.A.M., 2003. DLG: An efficient variant of the RSA cryptosystem. Eprint Archive.

Patronik, P. and Piestrak, S.J., 2017. Design of Reverse Converters for a New Flexible RNS Five-Moduli Set {2
k,2n-1,2n+1,2n+1-1, 2 n-1-1}(n Even). Circuits, Systems, and Signal Processing, 36(11), pp.4593-4614.
https://doi.org/10.1007/s00034-017-0530-9.

Rivest, R.L., Shamir, A. and Adleman, L., 1978. A method for obtaining digital signatures and public-key
cryptosystems. Communications of the ACM, 21, pp. 120-126. https://doi.org/10.1145/359340.359342.

Sousa, L., Antdo, S. and Chaves, R., 2012. On the Design of RNS Reverse Converters for the Four-Moduli Set
${\bAL22{\mmb n}+ 1, 22 {\mmb n}-1, 22{\mmb n}, 2 {{\mmb n}+ 1}+ 1\}} $. IEEE transactions on very
large scale integration (VLSI) systems, 21(10), pp.1945-1949. 10.1109/TVLSI1.2012.2219564

AY

Journal of Marine Science and Technology
Spring 2025, Vol. 24, No. 1


https://doi.org/10.1109/TCSI.2007.895515
https://doi.org/10.1109/TVLSI.2012.2219564

R (ooke (5wl Jad (b o (y9idg pole Ao

A5 G AF Olxivo IF+F Hlg o) o,lod Y F 0,90

pg R Al

= Available Online: http://jmst.kmsu.ac.ir —

/‘)d_(_ug;":r/'jb
Slowilo st i 31 08wl U RPrime RSA (6515 yo 5 i 531 i g O gugd

T il g8 T e sy95 Lo phesme N F Cuwngd hhs Low] oo

ul))l c).@(.ma)> &M? u.;.lg.).) 09“3 9 P?l:’ olKisly ‘l?.)‘) (W 0dSLisly )

ol sl ¢ oodlusl 3] elSetils oflgnl 15y c7gsssls pusdige 09,5 ¥
Ol eilsal i)l Jlo (Bigel dusto ¢ Sonals’ (qwdins 09,5 ¥

M_doust@KmSu.ac.ir :Ssg Sl o ¢ Jghume 03 gp
WRANYNY 2 oy g )b WRANY/N 1655550 & ,6 VAN B/Y 1l )0 & U

10.22113/jmst.2020.198899.2305:(DOI) Jtuzxsd duslins

LXWLES

2 Mol cutel ()l B Cumnl  3)lge (o Bl G908 Sl yi 59y 3 SlEMBL g baosly Coel 4 s esygld S L
53 okl 3y90 ()6l (6) 550y Sl gS (oo 5 (o35S | (Ko RSA ()50 it ddlio (2ky3 lalane LoLs))
Fenle Sl oliS5ey 5 6)S50) gl yo Co o S S Jle Jsbo > & ROA (4)1550) s ) a3l o Ml (el JUi]
PV LS5, ey (ghyls a5 il 0 RPHime RSA 5b a4 RSA (cabbgun (sla gy 5| (S 3l o )] 55 s s 3ga00 1 5L 500
031> 3gs00 1) (slosile dluel piunn 3l o3liwl L RPHiME RSA o,651 oliS5e) g (6,550 ey o oyl jd il o RSA & s
LS50y 5 $)ja) oy 13 LY g LYY 250 Crgn Lamwgia s 2 (£2laiiy by 4 W3 e 5 lglie g (sjlwosly b sl 02

ol o RPHimMe RSA 1 )¢Sl & o

(RNS) (slossle slae] g (2> e &l s il RPIiME RSA (45550, o ysX1 1 50lS™ 5519

Copyrights:

Copyright for this article is retained by the author(s), with publication rights
granted Journal of Marine Science and Technology. This is an open-access

article distributed under the terms of the Creative Commons Attribution License

(http://creativecommons. org/licenses/ by/4.0), which permits unrestricted use,

distribution, and reproduction in any medium, provided the original work is

properly cited.

AA

Vo e cJsl oybond ooyl 3 Commms 059 df»uﬁ;rﬁjf

Spgh (ode s wob Jad


mailto:m_doust@kmsu.ac.ir
http://creativecommons/

ol g (MSuilea

GV sy 0 &S cwl Syae cpl & dlie [idle adbl
Ol loile dlael piwww 9 RPTiIME RSA g, oM &y
G % ) b 4ty (ool (o) S 4 g b0
2 g Canl 0dd aBly (oolidn by ilwedly § @S L)
Caol 023 ol lis ol (IS (S aoman ¥ i85 3 el

‘.hu:g) 9 b"o Yy

i 9 RPHIME RSA (¢ K550, o, iso ol
5 5Midey P9y e 9 980 033 258 (RNS) (slosile slas]
23,5 0 dlyl ] (5lwosly

by 2003 JLs ;> Caesar Lwgs RPrime RSA s,
Ubg) 95 Sy by wl sl (Paixao Filho, 2003) 13
< MultiPrime RSA , Rebalanced RSA i RSA
il oslatwl )b cpl (IS o] il liS ey sy gt (65
slnl sl o 2Mol) Rebalanced RSA w8 g w05l
ol cwl MultiPrime RSA  LLiS e, v ysX) olyen 4 (t
S ol (23S0 5 5155505 1S A5 o po s a5 3 S0
Do ge 43155 byl 7 b 4 aeldl )

w2y 5l ookl b alS wg (el S Wy (gal> pe 5
bl ly p1, D2, e, P Jgl 33¢ Tl Rebalanced RSA
Sygo & e Ao e ) N =TI p; 5 15
P bl l SISt dilad, oS sl bolas
1< Gl ady, 3l odlinal L CRT Loy, baws O sailfe cules
Db oo dawla I S £

4 Lol wasl RSA g, sle (5,550, «6) K50y dls yo )
FS)ROA & cons gy (il 3 (B) ogos sadlye &) b
SFYL a2 ROA & s (M) ply (65550 a3

3

eipsSl 5 oslil b ol (oliS ey alsye > Sy ol
M; = c™imod p; cdsls g 5 MultiPrime RSA
3 oolated LM s 395 0 dewle 1 ST < (il o M

D9 oo bk M (5 5| (CRT) i osiladly sanad
RNS (2007) Premkumar 4 Omondi  sadlas )
Aok CJT » &S {mg, Ma,..., M} 36k Slew dcgorme K b
Ty &S Dgd o Ly b (Jol 5 Cuto s dliel ladilay

A4

125k dlas] piumw 31 83L%w! U RPrime RSA (6,15 505 ok 1651 CiS pwr Dgatet

doddo .Y

Beitabdollah ) e daiws 93 4 o)K5e, slapi ol

RIVESE ) 658 0 pamids () )liel) soses LIS 4 (€t al., 2016
IS olgm RSA 4550, piwnw (€t al., 1978
gy boags 97T Jlu 5 oges 35 (5S35, slagiz S
bl > 4 (6)B050) i (28 (b (el g el
J oSt ol 4 ) ol oalb Sl 5 Yo i o
N Qe dxgs )90 ()litel (6)S50) slroged (g skae
Jol slael a8 (5w p (e oy ol Cutel cul 488
Gy i YFA 5 VoYE o) ladole b b, bl
csitel (ol ey 9 o0 48)5 e 13 Vb ()5 )L L (S
il 5 SYsb dx a &S ol WIS 51 Job RSA (K50, 2
oy S50 305 o ) o ol b e ) bl
ol &S (gl ams Sl 1) (LS, 5 (658550, Sy ooy
Lo 1S cymle bl Ao oy slalaime 13 bt g8l ol 5
o J51 4315 o5 e slaolS] U o 255 bLS,) i 5
ey S5 511y 0368 ol ol 5L5 00,8 edlatnl s yls cleMbl

B dgng (2LiS 30y 5 ()50

sy 0sSU RSA ()50, w2l ey 500 12
Quisquater and) (sadlae ;> .cusl s &) dkske
auab jl eolatel b oliSie, wluwl=e (Couvreur, 1982
&3 » (Jones and Jones., 1998) (CRT) s osxiledl
Sgs (2LiS oy oy 29500 pl5l (5 5 SasS dlael g Lacilewy
S e bodd joy ply 3 (UiSje) Sy dgu sl b
—adlls > (Fiat, 1997) 54d 0 amlxe RSA ,LiS 50,
SogS ogas sladye sl L (Collins et al., 1998) ¢
L (Takagi, 1998) (cadllas ;> b o 390 (2UiS 30, Cas puo
Socde (2UiSey gdloye g ilog Jdle sl edlatl
Paixao Filho (gadlles )3 LS, ey 15, caps by o
s Rebalanced RSA i L RSA iy, o (2003)
sl oley Luals (gly ed 0 oS5 MultiPrime RSA
Asaduzzaman et al., cadlae ;5 RSA LliShe, (gdls e
00,0 eyl 0 odliiw] CUDA (¢jlass 5l (2015)
3 oolizwl L (2018) Kayode et al. ings 0 RSA (4,55,
Glel gl Sl 4 a2g b bie deme @ 9 ©pS by
Pl ) dllie cpl )3 sl coge salie (2LiShe) 9 (5)55)
sl 2liS 50y 9 650y gl yo sy dgue b Lo ye 003
.l RPrime RSA

VP e cJsl oybond ooyl 3 Commms 0,9 df»uﬁ;rﬁjf

Spgh (ode s wob Jad



ol g (MSuilea

oS 65,5 dplro () alaly &ygo 4 (X1, X2, -y Xn) (sloosilogsls
Ak oy s weSxe ki, Ko, ..., Kn-1 (Y‘) aayly

L LS losle slael piumw & Il (oolpisin bg) o
Shb ol @l Ll osSao s 5 (ooleity wlay dsgee
i o3lzwl b RPTiMe RSA )65 o sl 0

a0 0313 Daus (g3liidin (gloile dlacl

n
MII Imi
i=1

Xj =X mod m; = |X|

X=x+ ml‘kl(x2 =X) koMo (Xg = Xg) .4 Ky _gMaMg ..M (X =X 4) .

=1,|k2 xmlxm2|

|k1 x m1|m2m3...mn Mg..mp

l,..,,|kn_l><m1 x My ><...><mn_1|mn =1

ss6 5 (Y) ) w5 ol {27 (2202 1), 20 -1}
Gl 05 L?I)b (X4) dlo.\&lﬁ

Snilo 55 0 o b o osfan o ol 3
{2”, 2N+l +1, 2N+l -1, 2" - LgA}l.o.yv Acgone ) 0D ooléstw!
i Jol o 4 G 38 glan (ol 1}

55 el N (gl 271 52011 20 lasilay 1) duaid

At Jol o 4 o

{(Mohan and Premkumar, 2007) adllas ,> :L31
Gl 0 (Byne {271, 27, 2" +1, 2™ +1} gailoyy acgome
@ Comd 92 4 93 )3 N (gl 27 +1 927 2" -1 cladiley oS
{2711, 20, 21 sailog dsgerme )3 (e idlign 5l o
2" =1 claaley 45 cul onis coli «—1} (Lin et al., 2008)
Bl 5l oledyd dian gl o 4 Cund 93 4 93 2711 5 20
Wiwd ol pp 4 Cows adued Jlgie zuzue s g &
it Jgl o 4 s 35 27 4L 5 20 L claaleyy

2 Gl il e e Jae 2kl 098]
sl 045 (Bymo 55, {20, 2041, 2711} gasgacns
) adllae p cwl ols wdlel (Lin et al., 2008)

125k dlas] piumw 31 83L%w! U RPrime RSA (6,15 505 ok 1651 CiS pwr Dgatet

dolee (V) alasly yge 4 M g conl 39390 [0, M) ;3 Sl
Pgdis

oo e S5 {0 S X< M) X 59 50 G RNS
K155 4395 0 0315 iales (X1, X2, ..., Xn) bawgs g ol )5 &4
Ll 0045 53)5] (Y) 4\]@‘) 5 as
) bwy (New-CRT-1) V-sus o (sosiledl auas
Sleslazl b ylgs oo 1y X 559 syl 2ae blze (Wang 2000

(1) ke

(V) dal)

() kel

(F) kel

dawly 1) Sluwbe Oldes e glosile dlael i
RPrime ou,0l d9us (sly w3 0 il bl olocsilge
Slae! it 45" 05b oo 5L (glosile dlael it jl odliwl L RSA
2l b 5 oS rae cllas 93 295 a8 YL o) b closile
o) g diloy dsgaze Lol )y dg5 (slosile dlucl piuw
B> glileg ¥ (gasgorme G dlio ol ) ] ugSan Jue
Sly i TN by s, {20 20 41, 20 1, 20 -1}
S oslizl s 4y ol Sluslote dolg 45 ol o (B yme 3,8 (slan
Je o D) @Vl ol sl 5 jlge sadiley
u.u} D.\JLQ.ABLJ 4.\..4:_9 u»Lw])J 9 u_’x.lam 5.) )L>Lo l.: ‘)K u,o9§;w
Gl 0ids b O] sl (New-CRT-1) V-u0>

lilon ¥ sasg0me lp S osSan Jioo S (b sl
olize glnosilasdl 4 dngs | 27, 20%1 41, 271 1 20 13}

dusb fV.;?.)?Q‘ 5l oolatwl b odaw 93 (5)laxs ‘(Xl, X2, X3, X4) C)"
o9l Gy sl (gl ond ooliil V-das e osilesdls

Stegere 25 Sy weSme Jhe o gl o > Y (g0l e
o o3l yigled celbosilagdly oluly {27, 270 +1, 201 1}

LS 59 dmbre (gly ol o0 Syl (X1, X2, X3)
Slaleg ¥ Ldsgeno L;l).g JERTS CYR WS S5 pgd daw X sie

VP e cJsl oybond ooyl 3 Commms 0,9 df»uﬁ;rﬁjf

Spgh (ode s wob Jad



ol g (MSuilea

Jol zdaw 5 odel oty ol 4 av g5 b Cudg (0) dlaly g0
4B lelp Wl 0 X oles (559 338 (Xa) losile s3¢ 4 (Y)
{27 (2277 ailoy degomme 4 4295 b g V> (> ouilaly

29 o (V1) g8 4 -1), 2" -1}
o (2-1) (stilon & 2U22M20) s ugan K o
2980 duwle (V) ©j90 & 9

n
Y = Xl +2"L= L2n+1 LlLO X1'n71 ...X]_’le’O
- - =

2n+2 n

L=y + Ly +Lglyonz

Ll = X27n X2700...OX2,n+1

n+l n

Ly =Xn1---X1,0X2,n+1---X20
n n+2

n+1
X =Y +2"(22"2 — 1)k (% — Y)|n_,
(n-1)

2
k % 2n(22n+2 _l)‘zn ) :1:> k — Zzzl
B i=0

{b1, by, b3, by} = {22 —  aley 4acgeme @
3935 Olgie 4 () oges (sadlge 31,27 — 1,271 4 1}
Do Ly

) il b glasle sl i 5 (M) ply o @
{by, by, b3, b,} = {2™,2" — 1,271 — wloy  dsgerme
248 0 b RNS il 4 1,271 + 13

M - (ml,mz,m3,m4)RNS = (mj)RNS, 1 S] S 4

1<j<4 4l <«
dnle

uLu.o ..\>|9 2 o
(m mod b,) = ()
Sedie Jols (Wi, Wy, ws, wy)

( New Y-—sus > obiledl ausd 5l odlazsl L @
Jb oo 5l oodl canty Jobs s Bme CRT-1)
29 0 7,8 RNS Liles 51 (wy, wy, wa, wy)

9 Dgui s

(W1, Wa, W3, Wy) gys = M®

a)

125k dlas] piumw 31 83L%w! U RPrime RSA (6,15 505 ok 1651 CiS pwr Dgatet

{2% eges (s8loy acgee (Molahosseini et al., 2008
S oiSale bl ond B jme wanl 0<P a5 2P -1, 2P +1}
{2%, 2P -1, 2P agec (ailow dsgezme , P=N+1 5 a=n
Al cowts {20, 2M 41, 271 1} cailey dsgozme 1}

dsgere Sl oS Jiwe w)sN0l L3 3)90 sladbsles (ol
L):’ﬁ) )‘ ol b uly& |) {2”, 2n+1 +1, 2n+1 —1} dA;lAA;
4 (Molahosseini et al., 2008 ) cadlls > oad byme

(6) ke

s8loy asgozme b 1) gloile dliel pius 4l &4 4255 L

ey daldl )3 48 W Sl ] sl ) GosSae Jase g s
el 2UiSiey 5 jey by liley Slisbre
dguto (83l (glosile dluel w1 odlizw! L RPrime RSA

Do o0 03l
1 oolizal L (M) ply o] 520 RPTIME RSA o3,,65)1 15
S pielS gly gde jey (C = M mod n) gdal,

L1y (M) g caly ol 0 Sllos o pu 350 5 Sy olss
Oldas Copw B 3900 dusbre (glosile dluel il odlal

b g0 65550,

sl ) b 4 (55 50) gal> po 5> (o3l by

VP e cJsl oybond ooyl 3 Commms 0,9 df»uﬁ;rﬁjf

Spgh (ode s wob Jad



ol g (MSuilea

Uil 3,90 RPrime RSA 2,631 L RPrime RSA 3,31
Jgi> » n=5,15,25,35 4l ASIC lwesly s

oosSan i oS Jeds ol 55 usl oas odly olas (V)
Mohan ) clallles ) oid (Byre (gloweSas Jiuo b (goloiiiiy
and Premkumar, 2007; Sousa et al., 2012; Patronik
4 do il ol 485 )5 auulde 3,90 (and piestrak, 2017
e haspe o)l Jue b alie > (odloiin Jie ls
Joro dgste (V) S B oo dgee |y (AT) 535 l38lesen
& s | (AT) 8B llesis 5 (T) 3b (A) Jljslesn
Mohan and Premkumar, ) cldllbe p> oas Byme slag b

2007; Sousa et al., 2012; Patronik and piestrak,

o 4 G |y (o)ljlecs asn Gials e (Qll)) JSs
Patronik and ) adlles )3 Jawe G s ae o oLl o Jise
dlesis 4 5 N=5 gly &S wunl o 48,1 (piestrak, 2014
& Cons |y ool S 535 290 (2)) JSb 2l (g5aS
S w3 olis (g)) IS8 oimen a3 (L5 boae plo
P ookl B ladie 4 Cond (odlidn esSae e
Mohan and Premkumar, 2007; Sousa et al., 2012; )
4 1y AT jlxe bwgie H4b 4 (Patronik and piestrak, 2014
ROW P NESWIA A PIVATIVAN VAN SRR,

sl 2Ly 5 e, sl gy @b (V) Jsa 5
)5 )5 i) Syge i To 5 YoTA N YT clonls’ Job
el it oolitwl e o lis (V) Jodo a5 job ylan .l
{27 +1, 2" 2" -1, 2" +1} pslgie (cailow dsgesme g slosile
dguty cge Juw Y48 4 YoFA OYF lanlS Job (ol
4 cuws RPrime RSA 40,8l RNS  (cass sy
.l 05 RPrime RSA

RPrime o258l (oliSie) 5 )50y oy (V) JS3

ob 4 s |, RPIiIME RSA 125,58 RNS (gasens |, RSA

4 ad o G ¥ JSS aS jslailed wcawl 03l )13 Sbj)l 3)5e

S92y 5 4 G T 9 VoFA VY (lands Job (]

RPrimMe 4 cous ZVA 9 Z3A YA (65550, sl yo sy

d9re w90 i & (@LiS 50y als po ) (pizman 395 RSA
39500 RPIIME RSA & cons ¥ o YAZ XAV

ay

125k dlas] piumw 31 83L%w! U RPrime RSA (6,15 505 ok 1651 CiS pwr Dgatet

Dgd o dmle C = Memodn colgs o @

RPrime o258l ) (oud joy o0 ) C liS30) sl
awle (M; = c%imodp;,1<i<t) lul RSA
CRT )63l 5l oslaal b ( ply ool o ) M s 2945 o0
RPrime ,Lis e, clulbxo (Sl g (Shuomn 39 0 Juols
el g jl o3kl b (6550, Sllos sSlen )l o 1) RSA
b ials ol (glossle

il 2 grd 4 2UiS ey sl ye ) lddny Uby)
{b1, by, b3, by} = {2™,27" —  wlay dcgeme @
(dp, » 1 S Logas gloailie 31,2741 — 1,27 + 1}

Do 8lyd (63g)9 Glais 4T < t)

3 ooliwl b e gloile slael wiww 3 (C) ods joy cpto @
{by, by, b3, by} = {27,2" — 1,2 — wley acgerne
g o i RNS il 4 1,27+ + 1}

C - (c1,€5,€3,C4)pns = (Cf)mvs , 1<j<4
A1<j<4431<i<t gl ool slyy o
due (g"Pimod by ) = (wy)
Do o ol (W, Wy, W3, Wy)
(New V-sio o obladl anas 5l odlizel L @
Jb cdoye jl omel Canty Jolbs wond Bme CRT-1)
290 7B RNS ioles 1 (wy, wy, Wi, wy)

9 d9a 0

(W1, Wy, W3, Wy) gys = €¢™Pi, 1<Si<t

dpwle Mizcd”imodpi,lsiStW o

ylkiel Lisles 4 CRT o, 3l anlisi] b coles 40 9 295 oo
Pyde Jas M

il g9y p Sluwloee aSol s 4 (glosile sluel piuws )

dSge w290 gycnl Jl gdior bl ilge Lyge 4y S8
RPrime RSA u,6 sliSiey 9 (655550, dojpe caop

et

Ma&w.‘“

SOy 8lag asgeme byl @ Ll iz opl 2
hb wsae Jawe g {27, 2 — 1,27+ — 1,271 4 1}
RNS  cases JETORECI X PV S A "J Gy ol

VP e cJsl oybond ooyl 3 Commms 0,9 df»uﬁ;rﬁjf

Spgh (ode s wob Jad



ol g (MSuilea

Area Saving (%)

Wagainst Mohan et al., (2007)

60
50
40
30
20
10

0
10

125k dlas] piumw 31 83L%w! U RPrime RSA (6,15 505 ok 1651 CiS pwr Dgatet

5 15 25 35

M against Sousa et al., (2013)

DOagainst Patronik et al., (2014)-D1 magainst Patronik et al., (2014)-D2
DOagainst Patronik et al., (2014)-D3

40

Delay Saving (%)

30

20

10

5 15 25 35
n

Wagainst Mohan et al., (2007) Wagainst Sousa et al., (2013) Dagainst Patronik et al., (2014)-D1
Magainst Patronik et al., (2014)-D2  Oagainst Patronik et al., (2014)-D3

(<)

80
S

w 60
c
=
&

> 40
©
o
a

@ 20
o
<

0

5 15 n 25 35
W against Mohan et al., (2007) Wagainst Sousa et al., (2013) Dagainst Patronik et al., (2014)-D1

magainst Patronik et al., (2014)-D2 Dagainst Patronik et al., (2014)-D3

()

Y0 Y0 N0 0 by g5, 8l (2) U — l58Icsuw g () pali (W) 58S jbre amglio —Y JSU5
Fig. 1- Comparison with the state of the art (a) Area, (b) Delay, (g) Area-Delay for dynamic ranges 5, 15,

qy

VEF yla ol o plah cpyle 5 Comms 099 Ul:,:ur’;r:".ﬂf

Spgh (ode s wob Jad



Oy Kod g isuiles 125k dlas] piumw 31 83L%w! U RPrime RSA (6,15 505 ok 1651 CiS pwr Dgatet

Ao s g5lwodly i - Jgua

Table 1. Synthesize results of the different converters

n Converter A (10um?) T (ns) AT (nsx10um?)

Mohan and Premkumar (2007) 576 0.91 524
Sousa et al., (2012) 524 0.78 408
5 Patronik and piestrak (2017)-D1 407 0.74 302
Patronik and piestrak (2017)-D2 384 0.69 264
Patronik and piestrak (2017)-D3 512 0.70 358
proposed 397 0.61 242

Mohan and Premkumar (2007) 2227 1.58 3518
Sousa et al., (2012) 2663 1.39 3701

1 Patronik and piestrak (2017)-D1 1559 1.32 2057
5  Patronik and piestrak (2017)-D2 1560 1.29 2012
Patronik and piestrak (2017)-D3 2637 1.30 3428
Proposed 1551 1.19 1845

Mohan and Premkumar (2007) 4636 1.99 9225

Sousa et al., (2012) 5978 1.76 10521

2 Patronik and piestrak (2017)-D1 3138 1.67 5240
5  Patronik and piestrak (2017)-D2 3098 1.63 5049
Patronik and piestrak (2017)-D3 5897 1.65 9730
proposed 3007 15 4510

Mohan and Premkumar (2007) 7839 25 19597

Sousa et al., (2012) 9487 2.19 20776

3 Patronik and piestrak (2017)-D1 5184 2.08 10783

5  Patronik and piestrak (2017)-D2 5087 2.03 10326

Patronik and piestrak (2017)-D3 9198 2.14 19683
Proposed 5070 1.82 9227

Ui 30y 9 6,50, (12T loj amlio -Y Joua
Table 2- Execution time comparison of encryption and decryption
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